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What is a Privacy Breach?

The improper or unauthorized collection, use, 
disclosure, retention or disposal of personal 
and/or personal health information. Such 
activity is considered “unauthorized” if it is 
not permitted by FIPPA and PHIA. 



WHY?



In June 2016 our office distributed an electronic 
survey to 238 organizations, which included: 

Municipalities 
School divisions 
Hospitals 
Regional health authorities 
Health-care bodies (that do not fall under an RHA) 
Boards and commissions 
Provincial departments 
Universities 
Colleges 



The Survey





Personal Information? Personal Health Information?
Or a Combination of Both?

51% of total respondents indicated that they manage a 
combination of both personal and personal health information.

23% of municipalities indicated that they manage a 
combination of both personal and personal health information. 

The remaining 77% of municipalities responded that they 
manage only personal information. 



Privacy Breaches

Three of 56 municipalities that 
responded indicated that they had 
experienced a privacy breach in the 
past three years.







Policies 
Procedures 
Guidelines



Privacy Breach Training

The majority (78%) of total respondents reported that 
their organization does not provide training specific to 
privacy breach management. 

The majority (89%) of municipalities reported that 
their organization does not provide training specific to 
privacy breach management.



Internal Reporting

72% of total respondents reported that a specific 
person had been designated to manage privacy 
breaches in their organization. 

53% of municipalities reported that a specific 
person had been designated to manage privacy 
breaches in their organization which in most cases 
was the CAO.



Tracking of Privacy Breaches

The majority of total respondents (54%) 
indicated that their organization does not track 
privacy breaches. 

The majority of municipalities (77%) indicated 
that their organization does not track privacy 
breaches. 



Service Agencies and Contractual Obligations

26% of total respondents reported that they have 
contracts with third-party service agencies. Of 
those, 46% indicated that their contracts or 
agreements outline the service agency’s 
responsibilities in the event of a privacy breach. 

18% of municipalities reported that they have 
contracts with third-party service agencies. Two 
municipalities reported that third-party contracts 
contain privacy breach provisions. 



Service Agencies and Contractual 
Obligations

Where privacy provisions exist, 49% of total 
respondents reported that there is an obligation in 
their contract to notify the organization when a 
privacy breach has occurred.

Two municipalities reported that there is an 
obligation to notify the organization in the event 
of a privacy breach.



Notification

55% of total respondents reported that they contacted Manitoba 
Ombudsman when a privacy breach occurred.

One municipality reported that they contacted Manitoba 
Ombudsman when a privacy breach occurred. 

74% of total respondents reported that they have notified an 
affected individual as a result of a privacy breach. 

Two municipalities reported that they have notified an affected 
individual as a result of a privacy breach. 





Resources

63% of total respondents indicated that privacy breach 
training and a sample privacy breach policy would be 
the most valuable resources. 

72% of municipalities indicated that privacy breach 
training and a sample privacy breach policy would be 
the most valuable resources.



Reducing the occurrence and impact of privacy 
breaches

What can you do?
Know what personal and personal health information you have

Understand your role under FIPPA and PHIA

Have a designated person to manage privacy breaches

Develop a privacy breach policy 

Provide privacy training

Ensure privacy responsibilities are outlined in service contracts

Assess the impact of a breach and consider notification to affected 
parties

Track and document privacy breaches 



New Materials

Privacy Breach Resources: https://www.ombudsman.mb.ca/info/privacy-breaches.html



Questions?


